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“\i data protection very seriously, and will consider and comply with the
ata Protection legislation in relation to all of its activities whenever
personal data.

all personal data is treated lawfully and correctly and is
co fing ersonal and special category data. Aquinas is registered
with ¢ ioner’s Office (ICO) Registration ZA289310 as the Data
Controll ishments. As the Data Controller, it determines the purpose

L which, any personal data is processed.

L to the way in which their personal data is handled.
ich Aquinas, shall process any personal data from
d other parties from whom data is collected.

\ ' (DPR) can be contacted at the following

\

address:

Aquinas Bducation, Unit on Lane, Nottingham, NG7 2RR

Email: info@aquinaseducation
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The duties of the Data Protection Representative include:

e informing and advising Aquinas, about their obligations to comply with data
protection laws and regulations; and

e monitoring compliance with data protection laws and regulations, including
managing internal data protection activities, advising on data protection impact
assessments (DPIAs), managing internal audits, and providing the required training
to staff.

The DPR will operate independently and will not be dismissed or penalised for
performing their task.

Sufficient resources will be provided to the DPR to enable them to meet the obligations
escribed within data protection law.

glives
erall aim, Aquinas will:
2 resources to support an effective approach to data protection;
jality of all personal information irrespective of source;
ommitment to Data Protection;
inta gopriate procedures and codes of practice;

a and provide specific training, advice and guidance to its
ure standards are met;
apliance with legislation and introduce changes to policies
ssary.

p who handles personal data on behalf of Aquinas,
a protection principles set out in Article 5 of the
GDPRyand section
demorigtrate compli

below and shall be responsible for and be able to
es below:

Data Progection Princip
Personal data must be:

e processed lawfully, fairl nt manner (lawfulness, fairness and

transparency);

e collected for specified exp ar ima rposes, and shall not be further

processed in any manner i 7ith

//\ (purpose limitatioz
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e adequate, relevant and limited to what is necessary in relation to the purposes for
which they are processed (data minimisation);

e accurate and where necessary kept up to date; every reasonable step must be taken
to ensure that personal data that is inaccurate, having regard to the purposes for
which it is processed, is erased or rectified without delay (accuracy);

e kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed; personal data
may be stored for longer periods in so far as the personal data will be processed
solely for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes subject to implementation of the appropriate
technical and organisational measures required to safeguard the rights and
eedoms of the data subject (storage limitation); and

E sed in a manner that ensures appropriate security of the personal data,

\f : protection against unauthorised or unlawful processing and against
destruction or damage, using appropriate technical or organisational
¢ and confidentiality).

ata subjects’ rights; and

e or organisations situated in other countries without

revent the processing of personal data, but to ensure
dversely affecting the rights of the data subject.
ment controls will, when processing personal

e collection and use of information and
DPR and the Data Protection Act 2018;
only to the extent that it is needed to
egal requirements; and

e collect and process ap
fulfil operational needs @

e ensure that the individua ut 0 inf tion is held can exercise their rights

under the Act unless an € oti olies example in relation to educational
data.
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For personal data to be processed fairly, data subjects must be made aware:

e that the personal data is being processed;

e why the personal data is being processed;

e what the lawful basis is for that processing (see below);

e whether the personal data will be shared, and if so, with whom;

e the period for which the personal data will be held;

e the existence of the data subject’s rights in relation to the processing of that personal
data; and

e the right of the data subject to raise a complaint with the Information
Commissioner’s Office (ICO) in relation to any processing.

obtain such personal data as is necessary and relevant to the purpose for
ered, and will ensure that we have a lawful basis for any processing.

e processed lawfully, it must be processed on the basis of one of
in the Data Protection legislation. We will normally process
aywing legal grounds:

wi g 1 >ssary for the performance of a contract between us and
the d 5 an employment contract;

where
subject tc

necessary to comply with a legal obligation that we are
Act 2011);

s us to process the personal data or we are carrying

d

en we will seek the consent of the data subject to

being processed then an additional legal
ill normally only process special category
e where the processing is ent law purposes, for example in

relation to sickness absen
e where the processing is ea f substantial public interest, for

example for the purposes of li por and treatment;
ﬂ ¢ where the process fo Ith or social care purposes, Q ‘
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for example in relation to children with medical conditions or disabilities; and

e where none of the above apply then we will seek the consent of the data subject to
the processing of their special category personal data.

We will inform data subjects of the above matters by way of appropriate privacy
notices which shall be provided to them when we collect the data or as soon as possible
therefore, unless we have already provided this information, i.e at the time when a
person joins the organisation.

If any data user is in doubt as to whether they can use any personal or special category

data for any purpose then they must contact the Data Protection Representative (DPR)
Aquinas.

Rther Agencies for Personal Information
external agency will be processed in accordance with GDPR and

Q
Q).

e for dealing with such requests (the DPR for Aquinas) will
ensu de without the consent of the Work seeker is done in
accord ant*legislation, taking account of an individual’s rights as
enshrine ights Act 1998. Relevant, confidential information should
nly be dis

ed to know basis;
in the public interest, e.g. prevention of crime;
e other authorit Authority and schools to which a work seeker

may move, whe e requirements.

Vital Int&ests

There ma¥y be circumstan dered necessary to process personal or

special category personal ¢ i t the vital interests of a data subject.
This might include medical o hé e data subject is not in a position to
give consent to the processing P tha will only occur in a very specific

and limited circumstances. In sta e would usually seek to consult

with the DPR in advance, altho be
ﬂ does not occur.
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Data Uses and Purposes

All processing of personal data must be a purpose that is necessary to enable Aquinas
to perform its duties and services. Personal information should only be processed in
line with those notified purposes.

All personal data should be regarded as confidential and its security protected
accordingly. This also applies when information is being processed off-site.
aformation held by Aquinas must not be used for unauthorised third-party purposes.

ormation should only be disclosed to persons (internal and external) where
g receive it has been explicitly established, e.g. where the information is
glice for the prevention and detection of crime, or a relevant
areement is in place. Purposes will include the following:

pastoral care;
. dren including school trips and before and after school

cluk

safegt | oting the welfare of children and staff;

provid s vildren and staff;

\\

providing nction for staff;

including completing contractual obligations; and

\\ subjects, we will inform them about:

the purposes and legal end to process that personal data;

e the types of third parties are or to which we will disclose that
personal data;
e whether the personal data
(EEA) and if so the safegua

¢ the period for wh
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to our Retention procedures;

e the existence of any automated decision making in the processing of personal data
along with the significance and envisaged consequences of the processing and the
right to object to such decision making; and

o the rights of the data subject to object to or limit processing, request information,
request deletion of information or lodge a complaint with the ICO.

Unless we have already informed data subjects that we will be obtaining information
about them from third parties (i.e. privacy notices), then if we receive personal data
about a data subject from other sources, we will provide the data subject with the
above information as soon as possible thereafter, informing them of where the personal

a was obtained from.
are that personal data we hold is accurate and kept up-to-date. We will take

o destroy or amend inaccurate or out-of-date data. Data subjects have
paccurate personal data rectified.

ements in relation to the form of consent that must be

ases for processing set out above apply, then Aquinas must
a subject before processing any personal data for any

vecific, informed and an unambiguous indication of
oe withdrawn by the individual at any time.

employee 5 Y ent form will be required to be completed in
ploy 1\‘ q p

them. This ¢

videos offthem, among;

\ de ith the taking and use of photographs and
o re appropriate third parties may also be
required # complete a cort \

A record must always be ! cluding how it was obtained and

when.
ﬂ Aquinas Education | 2 Pd on La ottingham NG2 7PW q
aqUInaS £t 01159244788 | e info@ 0.uk | www.aquinaseducation.co.uk aquinas

education

foundation



Data Quality and Retention
Information processed should not be excessive or irrelevant to the notified purposes.

Information must be held only for so long as is necessary for the notified purposes,

after which it should be deleted or destroyed in accordance with the Aquinas,

Retention and Disposal schedule contained in Aquinas’ Record Management
es.

nation is processed, reasonable steps should be taken to ensure that it is
i d te.

gsonal Data
obtain confirmation that their data is being processed and
a Personal Information Request (PIR) (more widely
lests) to gain access to their personal data in order to
2 processing.

pf the information will be supplied to the individual

\ tity of the person making the request before any
(

may impose a ‘reasonable fee’ to comply with
he information.

PIR has be
used elect ‘f\l afirmation of identity. All requests will be
to within 30 ¢ ) pt.

ally, the information will be provided in a

If we consider the issue to olve within that period, then we may

extend the response period k 1s. If this is necessary, we will inform

at this is the case.
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The Right to Object

Data subjects may object to us processing their personal data. This right may be
exercised in relation to processing that we are undertaking on the basis of a legitimate
interest or in pursuit of a statutory function or task carried out in the public interest.
n_objection to processing does not have to be complied with where Aquinas can
rate compelling legitimate grounds which override the rights of the data

are complex and must always be referred to the DPR upon receipt
e this right. Aquinas is not however obliged to comply with a
onal data is required in relation to any claim or legal

12

The
Aquinas that personal data held about them is inaccurate or
nsider that request and provide a response within one
lata in question has been disclosed to third parties, the
the rectification where possible.

aplex to resolve within that period, then we may
o months. If this is necessary, we will inform
equest that this is the case.

d by the data subject should not be made.
ata subject why this is the case. In those
f their right to complain to the ICO at
ation to their request.

circumstances, we will infa
the time that we inform the

The Right to Restrict Processi
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Data subjects have a right to ‘block” or suppress the processing of personal data. This
means that Aquinas can continue to hold the personal data but not do anything else
with it. Aquinas must restrict the processing of personal data:

e where it is in the process of considering a request for personal data to be rectified;

e where the Aquinas are in the process of considering an objection to processing by a
data subject;

e where the processing is unlawful but the data subject has asked Aquinas not to
delete the personal data; and

where Aquinas no longer needs the personal data but the data subject has asked
Aquinas not to delete the personal data because they need it in relation to a legal
aim, including any potential claim against the Aquinas.

\1; gorgotten

ight to have personal data about them held by the Aquinas erased
umstances:

a is no longer necessary for the purposes for which it was

ws consent - which will apply only where the Aquinas
is re idtdls consent to the processing in the first place;

when ects to the processing and there is no overriding legitimate
interest (E pcessing;

where the ersonal data is otherwise unlawful;

e personal data to comply with a legal obligation;

a request by a data subject to erase their
ce:

or information;

to comply with a legal ormance of a task in the public interest
or in accordance with thg
e for public health purposes

e for archiving purposes in t ch or statistical purposes; or
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If Aquinas has shared the relevant personal data with any other organisation then we
will contact those organisations to inform them of any erasure, unless this provides
impossible or involves a disproportionate effort.

The DPR must be consulted in relation to requests under this right.

iicht to Data Portability

als have the right to obtain and reuse their personal data for their own
gross different services. Personal data can be easily moved, copied or
3. one IT environment to another in a safe and secure manner, without

iy only applies in the following cases:

: individual has provided to a Data Controller/Data
Pro
whe based on the individual’s consent or for the performance of

a contre

when pro ut by automated means.

tructured, commonly used and machine-readable

ps to safeguard against unauthorised or
and against accidental loss, damage or
destruction of personal infc

h
personal data from the point o p he § of destruction.

We will put in place proce es to maintain the security of all

Security procedures i
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Site Security - any unauthorised person seen in entry-controlled areas should be
immediately reported to the relevant security team.

Secure lockable desks and cupboards - desks and cupboard should be kept locked if
they hold confidential information of any kind. Personal data is considered
confidential.

Methods of Disposal - paper documents should be shredded. Digital storage devices
should be physically destroyed when they are no longer required. IT assets must be
disposed of in accordance with the ICO’s guidance on the disposal of IT assets.

aent - data users must ensure that individual monitors do not show confidential
o passers-by and that they lock or log off from their devices when it is left

inas premises - paper documents. Paper documents should
0 here there is a clear and compelling case to do so. No
co tio d be removed from the site, except where this is
neces cregdipurpose of Aquinas, i.e. the risk assessment protocols

carried @ Where this is the case, document sign out procedures will

premises - electronic working. Aquinas supports
entral to our delivery of educational services across
e must be within the parameters of our ‘Mobile
procedures.

ining personal data must be collected
t O ytocopiers.
It is the duty of individua
is dealt with in accordance

sure that personal data held by them
oislation.

Disciplinary action may be ta of staff who fails to comply with
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Data Incident Reporting/Data Breaches

The term ‘personal data incident/breach’ refers to a breach of security which has led to
the destruction, loss, alternation, unauthorised disclosure of, or access to, personal
data.

The DPR and Data Controllers will ensure that all staff members are aware of, and
understand, what constitutes as a data breach as part of their continuous professional
development.

Staff members must notify the DPR of any potential data incidents as soon as the
incident occurs and in any event within 24 consecutive hours after occurrence. Any
reported data incident/breach will be investigated appropriately and actions taken as

necessary. The following will be investigated:

the personal data incident, including the categories and approximate
iduals and records concerned;

e likely consequences of the personal data incident;

posed measures to be taken to deal with the incident;

ription of the measures taken to mitigate any possible

arts a potential incident, they can do this by contacting the

1\ Raquinaseducation.co.uk

< will be notified to the ICO within 72 hours of the
e Aquinas’ Data Breach guidance and associated
's guidance.

report a bre \" . 0 do so will result in a fine, as well as a fine
for the bieach itself.
Privacy by Design and P 5 ents
In certain circumstances i o0 carry out detailed assessments of
ance with the GDPR by adopting a

ical and organisational measures

proposed processing. Aqui
privacy by design approach @
which demonstrate how Aqui d integrated data protection into

processing activities. This inc
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which might pose a high risk to the rights of data subjects because of the types of data
we will be processing or the way that we intend to do so.

High risk processing includes, but is not limited to, the following;:
e systematic and extensive processing activities, such as profiling;
e large scale processing of special categories of data or personal data which is in

relation to criminal convictions or offences.

Aquinas will complete an assessment of any such proposed processing and has a
template document which ensures that all relevant matters are considered.

ae DPR should always be consulted as to whether a data protection impact
ent is required, and if so how to undertake the assessment.

g of Personal Information
data that we hold about data subjects, and without their
jons. Such organisations include:
ion
O Q
Heal _ rofessionals
Local A i
Other Scl

have a lawful basis for doing so.

y sharing of their personal data unless we are
e where personal data is shared with the police

Third Paggies
Aquinas who provide services to Aquinas,
including: payroll, inform emé ervice providers; IT and other data
management contractors. T deli by these companies are integral to

the work of Aquinas, incl ; ona ivery in schools, record keeping

including safeguarding recd . : ata returns and Aquinas
improvement.
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In order that these services can be provided effectively we are required to transfer
personal data of data subjects to these data processors.

Personal data will only be transferred to a data processor if they agree to comply with
our procedures and policies in relation to data security, or if they put in place adequate
measures to the satisfaction of Aquinas. Aquinas will always undertake due diligence
of any data processor before transferring the personal data of data subjects to them.

Contracts with data processors will comply with Data Protection legislation and
contain explicit obligations on the data processor to ensure compliance with the Data
Protection legislation, and compliance with the rights of data subjects.

\\ BLV and Photography
stands that recording images of identifiable individuals constitutes as

information so it is done in line with data protection principles.

licate our intention for taking photographs of staff and will
ublishing them.

for recreational/personal purposes, are exempt from
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	Use of CCTV and Photography

